
......................................................................................................................................

Grid User Management System
v.1.0.0

Project Documentation

......................................................................................................................................

BNL siteAAA 16 March 2005 11:33 EST





Table of Contents
......................................................................................................................................

1 Manual
1.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 How to: quick installation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.3 Installation guide . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

1.4 Configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

1.4.1 gums.config . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

1.4.2 db.properties . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

1.4.3 hosts.conf . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

1.5 Commands: GUMS Admin . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

1.6 Logging . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

1.6.1 Logging implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

1.7 Integration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

1.8 Operation modes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

1.9 FAQ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

1.10 Changes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

T A B L E O F C O N T E N T S i

© 2 0 0 3 B N L S I T E A A A • A L L R I G H T S R E S E R V E D



TABLE OF CONTENTS ii

© 2 0 0 3 B N L S I T E A A A • A L L R I G H T S R E S E R V E D



1.1 Introduction
......................................................................................................................................

Is GUMS the right tool for your grid site?
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1.2 How to: quick installation
......................................................................................................................................

HOW TO: GUMS Service quick-start installation

Preparing java

[root@gums root]# java -version
java version "1.4.2_04"
Java(TM) 2 Runtime Environment, Standard Edition (build 1.4.2_04-b05)
Java HotSpot(TM) Client VM (build 1.4.2_04-b05, mixed mode)

Preparing the certificate directory

Prepare the database

Preparing Tomcat + EGEE security
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Install the service
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Installing the client
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<gums>
<persistenceFactories>
<persistenceFactory name='mysql'

className='gov.bnl.gums.MySQLPersistenceFactory' jdbcDriver='com.mysql.jdbc.Driver'
jdbcUrl='jdbc:mysql://*your_server*/GUMS_0_7' user='gums' password='*password*'
autoReconnect='true' />
</persistenceFactories>
<adminUserGroup className='gov.bnl.gums.ManualUserGroup'

persistenceFactory='mysql' name='admins' />
<groupMappings>
<groupMapping name='grase' accountingVo='grase' accountingDesc='GRASE'>

<userGroup className='gov.bnl.gums.VOMSGroup'
url='https://acdc.ccr.buffalo.edu:8443/edg-voms-admin-GRASE/services/VOMSAdmin'
persistenceFactory='mysql'

name='grase' voGroup="/GRASE/grid3"
sslCertfile='/etc/grid-security/hostcert.pem'
sslKey='/etc/grid-security/hostkey.pem' ignoreFQAN="true"/>

<accountMapping className='gov.bnl.gums.GroupAccountMapper' groupName='grase'
/>

</groupMapping>
<groupMapping name='gadu' accountingVo='gadu' accountingDesc='GADU'>

<userGroup className='gov.bnl.gums.VOMSGroup'
url='https://cmsvo.fnal.gov:8443/edg-voms-admin/gadu/services/VOMSAdmin'
persistenceFactory='mysql'

name='gadu' voGroup="/gadu/grid3users"
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sslCertfile='/etc/grid-security/hostcert.pem'
sslKey='/etc/grid-security/hostkey.pem' ignoreFQAN="true"/>

<accountMapping className='gov.bnl.gums.GroupAccountMapper' groupName='gadu'
/>

</groupMapping>
<groupMapping name='usatlas' accountingVo='usatlas' accountingDesc='ATLAS'>

<userGroup className='gov.bnl.gums.VOMSGroup'
url='https://cmssrv08.fnal.gov:8443/edg-voms-admin/atlas/services/VOMSAdmin'
persistenceFactory='mysql'

name='usatlas' voGroup="/atlas/usatlas"
sslCertfile='/etc/grid-security/hostcert.pem'
sslKey='/etc/grid-security/hostkey.pem' ignoreFQAN="true"/>

<accountMapping className='gov.bnl.gums.GroupAccountMapper'
groupName='usatlas1' />

</groupMapping>
<groupMapping name='uscms' accountingVo='uscms' accountingDesc='CMS'>

<userGroup className='gov.bnl.gums.VOMSGroup'
url='https://cmsvo.fnal.gov:8443/edg-voms-admin/uscms/services/VOMSAdmin'
persistenceFactory='mysql'

name='uscms' voGroup="/uscms/grid3_users"
sslCertfile='/etc/grid-security/hostcert.pem'
sslKey='/etc/grid-security/hostkey.pem' ignoreFQAN="true"/>

<accountMapping className='gov.bnl.gums.GroupAccountMapper'
groupName='uscms01' />

</groupMapping>
<groupMapping name='ivdgl' accountingVo='ivdgl' accountingDesc='iVDgL'>

<userGroup className='gov.bnl.gums.VOMSGroup'
url='https://pki0.indiana.edu:8443/edg-voms-admin/g3dev/services/VOMSAdmin'
persistenceFactory='mysql'

name='ivdgl' voGroup="/g3dev/group1"
sslCertfile='/etc/grid-security/hostcert.pem'
sslKey='/etc/grid-security/hostkey.pem' ignoreFQAN="true"/>

<accountMapping className='gov.bnl.gums.GroupAccountMapper' groupName='ivdgl'
/>

</groupMapping>
<groupMapping name='sdss' accountingVo='sdss' accountingDesc='SDSS'>

<userGroup className='gov.bnl.gums.VOMSGroup'
url='https://hotdog63.fnal.gov:8443/edg-voms-admin-sdss/services/VOMSAdmin'
persistenceFactory='mysql'

name='sdss' voGroup="/sdss/grid3"
sslCertfile='/etc/grid-security/hostcert.pem'
sslKey='/etc/grid-security/hostkey.pem' ignoreFQAN="true"/>

<accountMapping className='gov.bnl.gums.GroupAccountMapper' groupName='sdss'
/>

</groupMapping>
<groupMapping name='cdf' accountingVo='cdf' accountingDesc='CDF'>

<userGroup className='gov.bnl.gums.VOMSGroup'
url='https://testbed008.cnaf.infn.it:8443/edg-voms-admin/cdf/services/VOMSAdmin'
persistenceFactory='mysql'

name='cdf' sslCertfile='/etc/grid-security/hostcert.pem'
sslKey='/etc/grid-security/hostkey.pem' ignoreFQAN="true"/>

<accountMapping className='gov.bnl.gums.GroupAccountMapper' groupName='cdf' />
</groupMapping>
</groupMappings>
<hostGroups>
<hostGroup className='gov.bnl.gums.WildcardHostGroup'

wildcard='*,*.*,*.*.*,*.*.*.*' groups='grase,gadu,usatlas,uscms,ivdgl,sdss,cdf' />
</hostGroups>

</gums>
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Problems?
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1.3 Installation guide
......................................................................................................................................

GUMS installation and walkthrough

Please, refer to the quick installation guide if you prefer to get up and running and need the
command line.

The pieces

1 . 3 I N S T A L L A T I O N G U I D E 10
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Root vs non-root

Firewall and security considerations

Prepare the database

[root@www gums-service]# cat var/sql/setupDatabase.mysql
CREATE DATABASE GUMS_1_0;

GRANT ALL
ON GUMS_1_0.*
TO @USER@@'@SERVER@' IDENTIFIED BY '@PASSWORD@';

1 . 3 I N S T A L L A T I O N G U I D E 11
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USE GUMS_1_0;

CREATE TABLE User (
userID INTEGER AUTO_INCREMENT PRIMARY KEY,
userDN VARCHAR(255) NOT NULL,
userFQAN VARCHAR(255) DEFAULT NULL,
registrationDate DATETIME NOT NULL,
removalDate DATETIME DEFAULT NULL,
userGroup VARCHAR(255) NOT NULL

);

CREATE TABLE UserAccountMapping (
mappingID INTEGER AUTO_INCREMENT PRIMARY KEY,
userDN VARCHAR(255) DEFAULT NULL,
account VARCHAR(31) NOT NULL,
startDate DATETIME DEFAULT NULL,
endDate DATETIME DEFAULT NULL,
userGroup VARCHAR(255) NOT NULL

);

[root@www sbin]# cat ../var/sql/addAdmin.mysql
USE GUMS_1_0;

INSERT INTO User SET userDN="@ADMINDN@", userGroup="admins";

1 . 3 I N S T A L L A T I O N G U I D E 12
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Installing the service

1 . 3 I N S T A L L A T I O N G U I D E 13

© 2 0 0 3 B N L S I T E A A A • A L L R I G H T S R E S E R V E D

http://java.sun.com


Installing the client tools

Sample configuration
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1.4 Configuration
......................................................................................................................................

Configuring GUMS
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1.4.1 gums.config
......................................................................................................................................

gums.config

<gums>
<persistenceFactories>
<persistenceFactory/>

</persistenceFactories>
<adminUserGroup/>
<groupMappings>
<groupMapping>

<userGroup/>
<accountMapping/>

</groupMapping>
<groupMapping>

<userGroup/>
<compositeAccountMapping>
<accountMapping/>
<accountMapping/>
<accountMapping/>

</compositeAccountMapping>
</groupMapping>
...

</groupMappings>

<hostGroups>
<hostGroup/>

</hostGroups>
</gums>

1 . 4 . 1 G U M S . C O N F I G 16
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persistenceFactories

<persistenceFactories>
<persistenceFactory name='mysql'

className='gov.bnl.gums.MySQLPersistenceFactory' />
</persistenceFactories>

persistenceFactory

Attribute Description Examples

name The name that will be used by the other
components to refer to this
persistenceFactory.

mysql
files
ldap

className The class that is going to provide the
implementation for the persistence layer. It
must implement gov.bnl.gums.Persistence
Factory.

gov.bnl.gums.MySQLPersistence
Factory
org.mysite.HRDatabaseFactory

gov.bnl.gums.MySQLPersistence Factory

<persistenceFactory name='mysql' className='gov.bnl.gums.MySQLPersistenceFactory'
jdbcDriver='com.mysql.jdbc.Driver'

jdbcUrl='jdbc:mysql://mydb.mysite.com/GUMS_0_7' user='gums'
password='mypass' autoReconnect='true' />

adminUserGroup

1 . 4 . 1 G U M S . C O N F I G 17
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groupMappings

groupMapping

Attribute Description Examples

name The name that will be used by the other
components to refer to this
persistenceFactory.

atlas
star
phenix

userGroup

Attribute Description Examples

className The class that is going to provide the
implementation for the user group. It must
implement gov.bnl.gums.UserGroup.

gov.bnl.gums.LDAPGroup
gov.bnl.gums.VOMSGroup
gov.bnl.gums.ManualGroup

gov.bnl.gums.LDAPGroup

Attribute Description Examples

server The LDAP server from which to retrieve the
information

grid-vo.nikhef.nl

query The query to be used on the server. ou=usatlas,o=atlas,dc=eu-datagrid,dc=org
ou=People,o=atlas,dc=eu-datagrid,dc=org

persistence
Factory

The persistence layer to be used to store
locally the list of users. The string must be
one of the names defined within the
persistenceFactories section.

mysql

1 . 4 . 1 G U M S . C O N F I G 18
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Attribute Description Examples

name The name of the cache within the persistence
factory. Refer to the specifics of the
persistence factory itself.

atlas
usatlas

<userGroup className='gov.bnl.gums.LDAPGroup' server='grid-vo.nikhef.nl'
query='ou=People,o=atlas,dc=eu-datagrid,dc=org' persistanceFactory='mysql'
name='atlas' />

gov.bnl.gums.VOMSGroup

Attribute Description Examples

url The url of the web services for VOMS. Notice
that it needs the full url of the service: it won't
be constructed from the server name or vo.

https://vo.racf.bnl.gov:8443/edg-voms-admin/atlas/services/VOMSAdmin

voGroup The group defined within the VO. /atlas/test
/atlas/group/subgroup

persistence
Factory

The persistence layer to be used to store
locally the list of users. The string must be
one of the names defined within the
persistenceFactories section.

mysql

name The name of the cache within the persistence
factory. Refer to the specifics of the
persistence factory itself.

atlasTest
atlasGroupSubgroup

<userGroup className='gov.bnl.gums.VOMSGroup'
url='https://vo.racf.bnl.gov:8443/edg-voms-admin/atlas/services/VOMSAdmin'
persistanceFactory='mysql'

name='atlas' voGroup="/atlas/test"
sslCertfile='/etc/grid-security/hostcert.pem'
sslKey='/etc/grid-security/hostkey.pem'/>
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gov.bnl.gums.ManualGroup

Attribute Description Examples

persistence
Factory

The persistence layer to be used to store the
list of users. The string must be one of the
names defined within the
persistenceFactories section.

mysql

name The name of the group within the persistence
factory. Refer to the specifics of the
persistence factory itself.

test
testbedA
admins

<userGroup className='gov.bnl.gums.ManualUserGroup' persistanceFactory='mysql'
name='testGroup' />

compositeAccountMapping

accountMapping

Attribute Description Examples

className The class that is going to provide the
implementation for the mapping. It must
implement gov.bnl.gums.AccountMapping.

gov.bnl.gums.ManualAccountMapper
gov.bnl.gums.NISAccountMapper
gov.bnl.gums.AccountPoolMapper
gov.bnl.gums.GroupAccountMapper

gov.bnl.gums.NISAccountMapper
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© 2 0 0 3 B N L S I T E A A A • A L L R I G H T S R E S E R V E D



Attribute Description Examples

jndiNisUrl The url as defined in the Java JNDI driver,
that allows to specify the NIS server and the
domain.

nis://nis.bnl.gov/atlas

<accountMapping className='gov.bnl.gums.NISAccountMapper2'
jndiNisUrl='nis://nis.mysite.org/domain' />

gov.bnl.gums.AccountPoolMapper

Attribute Description Examples

TODO

TODO

gov.bnl.gums.GroupAccountMapper

Attribute Description Examples

groupName The name of the account atlas
testAccount

<accountMapping className='gov.bnl.gums.GroupAccountMapper' groupName='atlas' />

hostGroups
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hostGroup

Attribute Description Examples

className The class that is going to provide the
implementation for the hostGroup. It must
implement gov.bnl.gums.HostGroup.

gov.bnl.gums.WildcardHostGroup

groups A list of groupMappings, in the order of
preference. To determine which group should
be used for a particular user, GUMS will start
from the beginning of the list until it finds a
match. Therefore, if there would be more than
one match (i.e. a user is part of more groups)
the first one in the list is used.

group1,group2

gov.bnl.gums.WildcardHostGroup

Attribute Description Examples

wildcard The wildcard for the set of hosts to be
included. The wildcard is a string where * can
be substituted with any character, except '.'.
That is, *.bnl.gov wouldn't match
myhost.usatlas.bnl.gov.

myhost.mysite.org
atlas*.mysite.org
*.atlas.mysite.org

<hostGroup className="gov.bnl.gums.WildcardHostGroup"
wildcard='*.usatlas.bnl.gov' groups='gridex,sdss,uscms,usatlasGroup,btev,ligo,ivdgl'
/>
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1.4.2 db.properties
......................................................................................................................................
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1.4.3 hosts.conf
......................................................................................................................................
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1.5 Commands: GUMS Admin
......................................................................................................................................
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1.6 Logging
......................................................................................................................................

Log

Administrator's log

Developer's log

Site security log
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1.6.1 Logging implementation
......................................................................................................................................

Log implementation

Administrator's log
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Developer's log

Site security log
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1.7 Integration
......................................................................................................................................

GUMS extension and site integration

if you choose to print this, you might also
want to print the code to which the online version of this article links.

Changing storage for GUMS data

1 . 7 I N T E G R A T I O N 30
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throw new java.lang.UnsupportedOperationException("...");

Creating a mapping policy

<accountMapping className='gov.bnl.gums.GroupAccountMapper' groupName='test' />
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Creating a group

throw new java.lang.UnsupportedOperationException("Group cannot be enumerated.");
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1.8 Operation modes
......................................................................................................................................
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1.9 FAQ
......................................................................................................................................

Frequently Asked Questions

General

Using GUMS

Building GUMS

Comparing GUMS with other tools

General
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Using GUMS

Building GUMS

Comparing GUMS with other tools
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1.10 Changes
......................................................................................................................................

Release History

Version Date Description

1.0.0 CVS HEAD

0.7.1 2005-02-01

0.7 2005-01-14

0.6.1 2004-08-10

0.6 2004-07-01

0.5 2004-05-20

undetermined before March 2004

Release 1.0.0 - CVS HEAD

Type Changes By

Repackaging of the client components:
merged admin and host, and named it client.

carcassi

Fixed minor issues with authorization
obligations for storage system.

mlorch

Double add to a manual group now fails. carcassi

Script that creates the database and changes
the configuration accordingly.

carcassi

Repackaging of the service component. carcassi

Server identity is now gums host name. carcassi

GUMS accept new style proxies. carcassi

1 . 1 0 C H A N G E S 37
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Type Changes By

The accounts in the pool are used in
alphabetical order.

carcassi

Inverse map is now generated exploring all
the DN/FQAN combinations.

carcassi

Gridmapfile is generated simulating users
with no FQAN.

carcassi

LDAP integration for primary gid change at
BNL once an account is assigned.

carcassi

Release 0.7.1 - 2005-02-01

Type Changes By

Log names review so that they both client and
server can stay (through links) in the same
directory.

carcassi

NIS update is done every hour and is now
thread safe.

carcassi

Log file permission for the command line tools
are set so multiple users can use it (important
for admin).

carcassi

GUMS host can now be used for stress
testing and timing the server response.

carcassi

Added connection pooling on mysql server. carcassi

Solved a race condition that would make
GUMS hang in some circumstances.

carcassi

AuthZ callout without GT3, both client and
server stubs.

mlorch

Added code for Privilege Project in GUMS
repository and build process.

carcassi

Release 0.7 - 2005-01-14

Type Changes By

Better logging: server logs all commands with
both input and output

carcassi
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Type Changes By

More complete command line interface carcassi

Web service implementation carcassi

HostWildcards can be more than one, comma
separated

carcassi

Support for VOMS Fully Qualified Attribute
names

carcassi

AuthZ service to be contacted by Globus
callout

carcassi

Support for grid3-user-vo-map.txt generation carcassi

Many many other refinements... carcassi

Release 0.6.1 - 2004-08-10

Type Changes By

Nightly build and reporting with Maven carcassi

Removed all the old code from 0.6 carcassi

Better log system: logs for developer,
resource admin and site admin in place

carcassi

Ability to retrieve groups from within a VOMS
server (finally)

carcassi

No more duplication in the mapfiles carcassi

Improved database caching for grid-mapfile:
you specify on the server which gatekeeper
maps should be generated

carcassi

Improved error handling (i.e. a failed update
on one group doesn't block the others)

carcassi

Installation through RPMs (cron jobs installed
automatically)

carcassi

Unit tests to Grid3 VOs included carcassi
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Type Changes By

LDAP access improved: can access LCG dev
VO

carcassi

Release 0.6 - 2004-07-01

Type Changes By

XML configuration file for mapping policy carcassi

Log infrastructure carcassi

More flexible architecture carcassi

Decoupled grid-mapfile generation from
database caching for distribution on
gatekeeper

carcassi

Web interface to generate grid-mapfiles and
map users

carcassi

Better command line interfaces (feel like Unix
commands)

carcassi

Release 0.5 - 2004-05-20

Type Changes By

GUMS in production at BNL carcassi

NISMapperretrieves the GECOS field and
matches with certificate CN.

carcassi

Architecture to allow different type of
mappings for different hosts

carcassi

Release undetermined - before March 2004

Type Changes By

Script to fetch user from VOMS dtyu
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Type Changes By

Script to map user to local account tomw
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